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_DA3:A yNrODTNG ANI>J|E£Q3MNG^ 

CROSS-REFERENCE TO RELATED APPLICATION 

The subject application claims the priority of commonly-owned^ copending U.S. 
Provisional Patent Application Serial No. 60/139,758, filed June 15, 1999, entitled "In- 
5 formation Hiding." The entirety of said copending application is hereby incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

The present invention relates generally to techniques for data encoding and de- 
10 coding, and more specifically, to techniques for encoding a data stream in an image, 
and for decoding such an encoded data stream. As used herein, the term "image** 
should be viewed broadly as encompassing various types of data sets that may be used 
in connection with encoding an input data stream. Such data sets may, e.g., represent 
random or pseudorandom noise phenomena, brightness intensity values of pixels of a 
15 digitized visual image, etc. Thus, although in illustrative embodiments of the present 
invention, the "image" that is used in connection with encoding and decoding of an in- 
put data stream actually consists of a set of brightness intensity values of pixels of a 
digitized visual image, the present invention is not limited to use solely with this type 
of image data. 
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Brief Description of Related Prior Art 

Steganographic techniques exist in the prior art for modifying a first image 
(hereinafter termed a ''cover image^) so as to generate a second image (hereinafter 
termed a "stego-image") in which an input data stream (hereinafter termed a "mes- 

5 sage'") has heen recoverably encoded. In one conventional steganographic technique, 
the cover image consists of a set of brightness intensity values of pixels of a digitized 
visual image, and the data values of this cover image are modulated based upon a set of 
two--dimensionally-varying carrier fimctions to generate the stego-image. Each of these 
functions may have either a value of plus or minus unity. In the modulation scheme 

10 used in this technique, each data bit of the message is assigned a value of either plus or 
minus unity, depending upon whether the respective data bit is logically true or false, 
respectively, the respective bit values comprised in the message resulting from this as- 
signment are multiplied by the respective values of the respective carrier functions, and 
the resulting products are added to respective predetermined sets of pixel brightness 

15 intensity values in the cover image to generate the stego-image. Alternatively, prior to 
adding the resulting products to the respective pixel intensity values of the cover image, 
the products may first be multiplied by an empirically-determined scaling or gain factor 
to improve signal to noise ratio of the encoded data. These respective sets of pixel val- 
ues are hereinafter termed "image regions," and the size of the image regions is herein- 

20 after termed the "carrier size" of the cover image. By so distributing multiple respec- 
tive modulations of respective message bit values among the pixel intensity values in 
respective image regions, it becomes possible to improve message data encoding re- 
dundancy, and thereby, to improve the effective signal to noise ratio of the encoded 
message. 
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In this prior art technique, the image regions tile the entire stego-hnage. Thus, 
the density of data that can be successfully encoded in the stego-image according to this 
technique is inversely proportional to the carrier size. In order to ensure that the en- 
coded message has an acceptable signal to noise ratio, however, the carrier size cannot 
5 be made arbitrarily small. 

By sufficiently increasing the magnitude of the scaling factor, it is possible to 
increase the signal to noise ratio of the encoded message in the stego-image. However, 
if the magnitude of the scaling factor is made too large, then the distortion (i.e., the 
modification that is made to the cover image to encode the message therein) reflected in 

10 the stego-image may become readily ascertainable fi-om casual analysis of the stego- 
image. This is undesirable since, ideally, such distortion should be very difficult to 
detect, in order to ensure maximal security for the encoded message and, if the cover 
image comprises pixel intensity values of a digitized visual image, to permit the stego- 
image to have maximal esthetic value. Therefore, in practice, the scaling factor and 

15 carrier size should be selected so as to ensure that tiie density of data encoded, and dis- 
tortion in, the stego-image are both acceptable given the particular application. 

In this prior art technique, in order to decode a re^ective message bit value en- 
coded in the stego-image, each of the respective pixel intensities in a respective image 
region is multiplied by the respective values of the respective associated carriCT fiinc- 
20 tions (i.e., the respective carrier functions that were used to generate the respective 
pixel intensity values in the stego-image) to produce a series of products; these prod- 
ucts are then summed to produce a respective summation value for the respective image 
region. If the respective smnmation value is negative, the respective message bit value 
encoded in the respective image region is decoded as a "false" data bit, and vice versa. 
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In one version of the aforesaid conventional steganographic technique, the so- 
called "direct sequence spread spectrum technique," the values of the carrier fimctions 
in the image regions are random or pseudorandom. An advantage of this technique is 
that, unless the original carrier function is known, it is relatively difficult to decode a 
5 message encoded using this technique, A further advantage is that since the encoded 
data is distributed throughout the spatial frequency spectrum, the distortion in the 
stego-image resembles grainy "noise" and lacks sharp discontinuities, thereby making 
detection of such distortion relatively difficult. 

Another prior art steganographic technique is the so-called "frequency hopping 
10 spread spectrum" technique. In this technique, each message bit value is encoded in tiie 
stego-image in accordance with particular spatial frequency bands specified by a 
pseudo-randomly-generated key. Unfortunately, the mathematical operations required 
to implement this technique are computationally intensive, and depending upon the 
particular computational device used to implement the technique in a particular appli- 
15 cation, it may take significantiy longer to perform the computations necessary to im- 
plement this technique than the computations necessary to implement other 
steganographic techniques, including other spread spectrum steganographic techniques. 

In each of the aforesaid prior art steganographic techniques, the set of carrier 
functions that is used to encode the mess^e bit values must be explicitly known in or- 
20 der to be able to decode the encoded message from the stego-image. Explicit knowl- 
edge of the carrier functions, however, not only permits flie encoded message to be de- 
coded from the stego-image, but also permits the stego-image to be reconverted to the 
cover image from vMch the stego-image was generated. This is unfortunate, since it 
would be desirable in certain applications (e.g., applications in which the encoded mes- 



sage in the stego-image serves a ''watermarking'' role) to provide a steganographic 
technique wherein it is not necessary to explicitly know the carrier functions in order to be 
able to decode the encoded message from the stego-image, and also wherein the ability to 
decode the encoded message does not by itself also grant the ability to generate the cover 
image from the stego-image, in order to permit the carrier functions to serve essentially as 
a type of private (i.e., secret) authentication key to be held by a certifying authority (e.g., 
copyright ownerjofjcover image, government agency, financial institution, etc.)- This 
would be desirable in these applications since this would effectively grant only the 
certifying authority the ability to generate the cover image from the stego-image, and 
thereby only permit the authority the ability to generate apparently authorized stego- 
images, while permitting others the ability to obtain the decoded messages from those 
stego-images. It would also be desirable to increase the density of the message data that 
can be encoded in a stego-image, while reducing the degree to which distortion in the 
stego-image is readily, appreciable. 

Other examples of prior art steganographic techniques are disclosed in e.g.. Smith 
and Comiskey, "Modulation and Information Hiding In Images," Proceedings of the First 
Information Hiding Workshop^ Isaac Newton Institute, Cambridge, U.K., May 1996, 
Springer-Verlag Lecture Notes in Computer Science Volume 1 174. European Patent 
Application EP 0 845 758 describes a system in which an encoder encodes a first portion 
of an image using a hash functioin and encodes the result in a second portion of the image, 
A user checks the image by again encoding the first portion of the im^e using the same 
hash function and comparing the result with the hash value that is encoded into the second 
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portion of the image. Unfortunately, each of these other examples of prior art 
steganographic techniques suffers from the aforesaid and/or other disadvantages and 
drawbacks. 

SUMMARY OF THE INVENTION 

In accordance with the present invention, steganographic techniques are provided 
that are able to overcome the aforesaid and other disadvantages and dm^adbaoks.of the prior 
art. In one embodiment of a technique in accordance with a first aspect of the present 
invention, a first portion of an image is encoded in accordance with a first fimction (e.g., a 
carrier function) that is to be used in encoding a message into a second portion of the 
image. The first fimction may describe a bitwise modulation to be applied to the message. 
The first and second portions of the image may each comprise respective arbitrarily- 
selected disjoint sets of pixels in the image. 

In the technique of this first aspect of the present invention, the encoding of the 
message in the image is carried out in such a way that the message may be decoded from 
the image based, at least in part, upon respective correlations and anti-correlations between 
pixels in corresponding image regions in flie first and second portions of the image, so as 
to permit the message to be decoded from the image without explicit knowledge of the 
carrier fimction or fimctions used to encode the message in the image, and such that the 
ability to decode the encoded message in the image does not by itself also grant the ability 
to generate flxe original (i.e., cover) unage from the image (i.e., stego-unage) containing 
the encoded message. Advantageously, this permits the carrier fimction or fimctions to 
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serve essentially as a type of private authentication key that may be held by a certifying 
authority so as to grant only to the authority the ability to generate apparently authorized 
stego-images, while permitting o&ers the ability to obtain decoded messages from those 
stego-images* 

In a technique according to a second aspect of the present invention, a cover image 
is upsampled in one or more dimensions of the first image so as to generate an upsampled 
image of higher resolution or larger size than die first image. The upsampled image 
includes a plurality of respective groups of respectively identical pixels in 
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the one or more directions of the one or more dimensions of upsampling of the first im- 
age. The message is encoded in the upsampled image. 

In an embodiment of the technique of the second aspect of the present inven* 
tion, at least one respective pixel in each of the groups of respectively identical pixels is 
unaltered as a result of the message being encoded in the upsampled image. Altema- 
tively» the respective identical pixels in each respective group of respectively identical 
pixels may be changed as a result of the encoding of the message in the upsampled im- 
age such that, after the encoding of the message in the upsampled image, respective 
summations of respective intensity values of the respective identical pixels in each re- 
spective group of respectively identical pixels are equal to respective intensity values of 
respective corresponding pixels in the first image. In either of these two embodiments 
of the technique according to the second aspect of the present invention, the encoding 
of the message in the upsampled image may be based, at least in part, upon a bitwise 
modulation of the message. 

Advantageously, it has been found that the technique of the second aspect of the 
present invention permits a much higher density of message data to be encoded in an 
image (i.e., the x:q>sampled image) than is possible in the prior art, and also permits sub- 
stantial reduction in the appreciability of distortion in the upsampled stego-imsige. In- 
deed, empirical results indicate that the density of message data that may be effectively 
encoded into an image using the second technique of the present invention may be ten 
or more times greater than the density of such data that may be encoded into an image 
according to the prior art. 
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Apparatus and methods are also provided that permit messages to be en- 
coded/decoded in and fix>m, respectively, images in accordance with the principles of 
the techniques of the present invention. These and other features and advantages of the 
present invention will become apparent as the following Detailed Description proceeds 
and upon reference to the drawings, in which like nimierals depict like parts, and 
wherein: 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a highly schematic diagram illustrating the construction of an appa- 
ratus that implements the principles of an embodiment of a technique according to the 
first aspect of the present invention for the purpose of generating a stego-image con- 
taining an encoded message. 

Figure 2 is a highly schematic diagram illustrating the construction of an appa- 
ratus that implements the principles of an embodiment of a technique according to the 
first aspect of the present invention for the purpose of decoding an encoded message 
from a stego-image. 

Figure 3 is a highly schematic diagram illustrating the construction of an appa- 
ratus that implements the principles of an embodiment of a technique according to the 
second aspect of the present invention for the purpose of generating a stego-image 
containing an encoded message. 

Figure 4 is a highly schematic diagram illustrating the construction of an appa- 
ratus that implements the principles of an embodiment of a technique according to the 
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seoond aspect of the present invention for the purpose of decoding an encoded message 
from a stego-image. 

Figure 5 is a symbolic illustration of a stego-image generated by the apparatus 
of Figure 1, and processed by the apparatus of Figure 2. 

Figure 6 is a symbolic illustration of a stego-image generated by the apparatus 
of Figure 3, and processed by the apparatus of Figure 4. 

Although the following Detailed Description will proceed with reference being 
made to illustrative embodiments and methods of use, it should be understood that the 
present invention is not limited to these illustrative embodiments and methods of use. 
Instead, the present invention should be viewed broadly, as being defined only as set 
forth in the hereinafter appended claims. 

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS 

With reference being made to Figures 1-6, illustrative embodiments of tech- 
niques of the first and second aspects of the present invention will now be described. 
Figure 1 is a highly schematic diagram illustrating the construction of an apparatus 10 
that implements the principles of an embodiment of the first aspect of the present in- 
vention for the purpose of generating a stego-image 26 containing an encoding of a data 
message 28. 

As shown in Figure 1, apparatus 10 includes controller 18. Controller 18 in- 
cludes computer-readable memory 20 (e.g., comprising random access, read-only, 
and/or mass storage memory) for storing software programs and associated data struc- 
tures for execution by one or more processors also comprised in controller 18 and/or 
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other elements of apparatus 10. When executed by the one or more processois in appa- 
ratus 10, the software programs and data structures cause the controller 18 and other 
elements of apparatus 10 to carry out and/or implement the techniques, functions, and 
operations described herein as being carried out and/or implemented by controller 1 8 
and other elements of apparatus 1 0. It will be apparent to those skilled in the art that 
many types of computer processors and memories may be used in controller 1 8 without 
departing from the present invention. For example, controller 1 8 may comprise one or 
more Intel 80X86-type processors and associated memory. 

Apparatus 10 also comprises an imaging device 14 that includes a conventional 
imaging, digital camera, one- or two-dimensional array of photoelements (e.g., charge- 
coiq)led photosensing elements, etc.) or scanning system that generates, in response to 
commands received from the controller 18, a digitized image 16 and supplies image 16 
to controller 18. Image 16 comprises a set of values that represent pixel brightnesses 
along the two-dimensional surface of a physical, visual cover image 12 that is input to 
the device 14 when it is desired to commence g^eration of the stego-image 26. 

Printing device/CRT device 24 comprises a conventional mechanism for inter- 
facing a human user (not shown) to the controller 18 so as to permit the user to control 
and monitor operation of apparatus 10, for providing the user physical (i.e,, hardcopy 
printed output) representations of visual images and/or other data generated by the ap- 
paratus 10 and for providing the user with a display terminal for displaying visual de- 
pictions or representations of such images and/or other data. Device 24 may include, 
for example, one or more conventional computer-user interface devices, such as point- 
ing and keyboard input devices, and a display output device which togeAer permit the 
human user to input commands to controller 1 8 to be performed by apparatus 10, and to 
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receive from controller 18 indication of receipt and progress of apparatus 10 in execut- 
ing the input commands. Alternatively, or addition thereto, device 24 may include a 
printing-press or similar printing mechanism controlled by controller 1 8. 

As will be described more fiilly below, in apparatus 10, when controller 1 8 re- 

s ceives the digital image 16 from the device 14, controller 1 8 generates therefrom a 
digitalized version 22 of stego-image 26, in accordance with the principles of one em- 
bodimmt of the first aspect of the present invention, based upon a set of carrier func- 
tions (symbolically referred to by numeral 30), which image 26 contains an encoding of 
message 28. As is tme in this and the other apparatus shown in Figures 2-4, the re- 

10 spective values of these functions 30 may be either plus or minus unity. The functions 
30 and/or message 28 may be stored in memory 20 or may be supplied to the controller 
18 from a source external thereto (e.g., a not shown certifying authority connected to 
the controller 18 via a communications network). The digitized stego-image 22 may be 
essentially of the same format and may comprise essentially the same types of data as 

15 the digitized cover image 16, and when supplied to the device 24 together with appro- 
priate commands from the controller 18, causes device 24 to generate therefrom the 
visual stego-image 26. 

Figure 2 is a highly schematic diagram illustrating the constniction of an appa- 
ratus 50 that implemrats the principles of an embodiment of the first aspect of the pres- 

20 ent invention for the purpose of recovering from the stego-image 26 the digitized cover 
image 16 and message 28. As shown in Figure 4, apparatus 50 includes controller 18. 
Controller 18 includes computer-readable memory 20 (e.g., comprising random access, 
read-only, and/or mass storage memory) for storing software programs and associated 
data structures for execution by one or more processors also comprised in controller 1 8 
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and/or other elements of apparatus 50. When executed by the one or more processors 
in apparatus SO, the software programs and data structures cause the controller 1 8 and 
other elements of apparatus 50 to carry out and/or implement the techniques, functions, 
and operations described herein as being carried out and/or implemented by controller 
1 8 and other elements of apparatus 50* It will be apparent to those skilled in the art that 
many types of computer processors and memories may be used in controller 1 8 of ap- 
paratus 50 without departing from the present invention. For example, controller 18 of 
apparatus 50 may comprise one or more Intel 80X86-type processors and associated 
memory. 

Apparatus 50 also comprises an imaging device 14 that may be of the same con- 
struction as the device 14 of apparatus 10. Device 14 of apparatus 50 generates, in re- 
sponse to commands received from the controller 18, digitized image 22 from image 
1 08 and siq>plies image 22 to controller 1 8. Image 22 comprises a set of values that 
represent pixel brightnesses along the two-dimensional siirface of a physical, visual 
stego-image 26 that is input to the device 14 when it is desired to commence recovery 
of the cover image 16 and/or message 28 from the stego-image 26. 

Printing device/CRT device 24 of Figure 2 comprises a conventional mecha- 
nism for interfacing a human user (not shown) to the controller 1 8 so as to permit the 
user to control and monitor operation of apparatus 50, for providing the user physical 
(i.e., hardcopy printed output) representations of visual images and/or other data gener- 
ated by the apparatus 50 and for providing the user with a display tOTninal for display- 
ing visual depictions or representations of such images and/or other data. Device 24 
may include, for example, one or more conventional computer-user interface devices, 
such as pointing and keyboard input devices, and a display output device which to- 
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gether permit the human user to input commands to controller 1 8 to be performed by 
apparatus 50, and to receive fix)m controller 1 8 indication of receipt and progress of 
apparatus 50 in executing the input commands. 

As vsdll be described more fully below, in apparatus 50, when controller 18 re- 
ceives the digital image 22 from the imaging device 14, controller 18 recovers there- 
from the message 28 encoded in image 22. Additionally, if controller 1 8 has been sup- 
plied with the functions 30 that were used to encode message 28 into stego-image 22, 
the controller 1 8 of apparatus 50 may also recover from the image 28 the digital cover 
image 16. However, as will be described more fully below, it is a feature and advan- 
tage of the technique according to the first aspect of the present invention that unless 
the controller 1 8 of apparatus 50 is supplied with these functions 30, it would be very 
difficult, in practical implementation of apparatus 50, for controller 1 8 to be pro- 
grammed in such a way as to recover the image 16 from the image 22. However, it is 
also a feature and advantage of the first aspect of the present invention that the con- 
troller 1 8 of apparatus 50 need not be supplied with the functions 30 in order to be able 
to recover the message 28 from the nn^e 22. If controller 1 8 is given the frinctions 
30, they may be stored in memory 20 of apparatus 50 or may be supplied to the con- 
troller 1 8 of apparatus 50 from a source external thereto (e.g., a not shown certifying 
authority connected to the controller 1 8 via a communications network). When sup- 
plied to the device 24 together with appropriate commands from the controller 1 8 of 
apparatus 50, the image 16 and/or message 28 cause device 24 to genemte therefrom 
the visual cover image 12 and/or a visual (i.e., symbolic written) representation 38 of 
the message 28, respectively. 
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Figure 3 is a highly schematic diagram illustrating the construction of an appa- 
ratus 100 that implements the principles of an embodiment of Ihe second aspect of the 
present invention for the purpose of generating a stego-image 108 containing an en- 
coding of a data message 28. As shown in Figure 3, apparatus 100 includes controller 
18. Controller 18 includes computer-readable memory 20 (e.g., comprising random 
access, read-only, and/or mass storage memory) for storir^ software programs and as- 
sociated data structures for execution by one or more processors also comprised in 
controller 18 and/or other elements of apparatus 100. When executed by the one or 
more processors in apparatus 100, the software programs and data structures cause the 
controller 18 and other elements of apparatus 100 to carry out and/or implement the 
techniques, ftmctions, and operations described herein as being carried out and/or im- 
plemented by controller 1 8 and other elements of apparatus 100. It will be apparent to 
those skilled in the art that many types of computer processors and memories may be 
used in controller 18 of apparatus 100 without departing from the present invention. 
For example, controller 18 of apparatus 100 may comprise one or more Intel 80X86- 
type processors and associated memory. 

Apparatus 100 also comprises an imaging device 14 that may be of the same 
construction as the device 14 of apparatus 10. Device 14 of apparatus 100 generates, in 
response to commands received from the controller 18, a digitized image 16 and sup- 
plies image 16 to upsampler 102. Image 16 comprises a set of values that represent 
pixel brightnesses along the two-dimensional surface of a physical, visual cover image 
12 that is input to the device 14 when it is desired to commence generation of the stego- 
image 108. 
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Although upsampler 102 may be thought of as being a separate logical compo- 
nent of apparatus 100, it should be understood that, in practical implementation of ap- 
paratus 100, upsampler 102 may be comprised in controller 18 or imaging device 14. 
Upsampler 102 generates from image 16 anotiber hnage 104 that is of higher resolution 
than image 16 but otherwise is identical to image 16. Upsampler 102 accomplishes this 
by upsampling the image 16 in one or more dimensional directions (i.e., mutually or- 
tiiogonal dimensional directions 105, 107) of the image 16. As will be described more 
fully below, the upsampled image 104 that is generated by upsampler 102 as a result of 
this process contains groups or clusters of pixels (symbolically shown in Figure 3 and 
collectively referred to by numeral 109) whose respective brightness values are identi- 
cal to those of corresponding pixels in image 16 from which the higher resolution im- 
age 104 was generated. For example, if, as is true in apparatus 100, upsampler 102 is 
configured to upsample the image 1 6 by a factor of two in each of the length and width 
dimensions 105, 107 to generate the upsampled image 104, then the resulting resolution 
of image 104 is four times greater than that of image 16, and image 104 is composed of 
contiguous pixel clusters 109 that each comprise four respective contiguous pixels. 
The brightness values of the four pixels in each respective cluster are identical to each 
other, but may vary among pixels of different clusters. 

Printing device/CRT device 24 comprises a conventional mechanism for inter- 
facing a human user (not shown) to the controller 1 8 so as to permit the user to control 
and monitor operation of apparatus 100, for providing the user physical (i.e., hardcopy 
printed output) representations of visual images and/or other data generated by the ap- 
paratus 1 00 and for providing the user with a display terminal for displaying visual de- 
pictions or representations of such images and/or other data. Device 24 may include. 
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for example, one or more conventional computer-user interface devices, such as point- 
ing and keyboard input devices, and a display output device which together permit the 
human user to input commands to controller 18 to be performed by apparatus 100, and 
to receive from controller 18 indication of receipt and progress of apparatus 100 in exe- 
cuting the input commands. 

As will be described more fully below, in ^paratus 100, when controller 18 re- 
ceives die upsampled digital image 104 from upsampler 102, controller 18 generates 
therefrom a digitalized version 106 of stego-image 108, in accordance with the princi- 
ples of one embodiment of tiie second aspect of the present invention, based upon a set 
of carrier functions (symbolically referred to by numeral 30), which image 108 contains 
an encoding of message 28. The functions 30 and/or message 28 may be stored in 
memory 20 or may be supplied to the controller 18 from a source external thereto (e.g., 
a not shown certifying authority coimected to the controller 18 via a communications 
network). The digitized stego-image 106 may be essentially of the same format and 
may comprise essentially the same types of data as tiie digitized images 16, 104 and 
when supphed to the device 24 together with appropriate conmiands from the controller 
18, causes device 24 to generate therefrom the visual stego-im^e 108. 

Figure 4 is a highly schematic diagram illustrating the construction of an appa- 
ratus 200 that implements the principles of an embodiment of the second aspect of the 
present invention for the purpose of recovering from the stego-image 108 the digitized 
cover image 16 and/or the message 28 encoded in image 108. As shown in Figure 4, 
apparatus 200 includes controller 18. Controller 18 includes computer-readable mem- 
ory 20 (e.g., comprising random access, read-only, and/or mass storage memory) for 
storing software programs and associated data structures for execution by one or more 
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processors also comprised in controller 1 8 and/or other elements of apparatus 200^ 
When executed by the one or more processors in ^paratus 200, the software programs 
and data structures cause the controller 1 8 and other elements of apparatus 200 to carry 
out and/or implement the techniques, functions, and operations described herein as be- 
ing carried out and/or implemented by controller 18 and other elements of apparatus 
200. It will be apparent to those skilled in the art that many types of computer proces- 
sors and memories may be used in controller 18 of apparatus 100 without departing 
from the present invention. For example, controller 18 of apparatus 200 may comprise 
one or more Intel 80X86-type processors and associated memory. 

Apparatus 200 also comprises an imaging device 14 that may be of the same 
construction as the device 14 of apparatus 10. Device 14 of apparatus 200 generates, in 
response to commands received from the controller 18, digitized image 106 from image 
108 and supplies image 106 to controller 18. Image 106 comprises a set of values that 
represent pixel brightnesses along the two-dimensional surface of a physical, visual 
stego-image 108 that is iiq>ut to the device 14 when it is desired to commence recovery 
of the cover image 16 and/or message 28 from the stego-image 108. 

Printing device/CRT device 24 of Figure 4 comprises a conventional mecha- 
nism for interfacing a human user (not shown) to the controller 1 8 so as to permit the 
user to control and monitor operation of apparatus 200, for providing the user physical 
(i.e., hardcopy printed output) representations of visual images and/or other data gener- 
ated by the apparatus 200 and for providing the user with a display terminal for dis- 
playmg visual depictions or representations of such images and/or other data. Device 
24 may include, for example, one or more conventional computer-user interface de- 
vices, such as pointmg and keyboard input devices, and a display output device which 
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together peraiit the human user to input commands to controller 18 to be performed by 
apparatus 200, and to receive from controller 18 indication of receipt and progress of 
apparatus 200 in executing the input commands. 

As will be described more fully below, in apparatus 200, when controller 18 re- 
ceives the digital image 106 from the imaging device 14, controller 1 8 recovers there- 
from, using the functions 30, the encoded message 28 and the image 16. The functions 
30 may be stored in memory 20 or may be supplied to the controller 1 8 from a source 
external thereto (e.g., a not shown certifying authority connected to the controller 1 8 
via a communications network). When supplied to the device 24 together with appro- 
priate commands from the controller 18, the image 16 and message 28 cause device 24 
to generate therefrom the visual cover image 12 and a visual (i.e., written symbolic) 
representation 38 of the message 28, respectively. 

Figure 5 is a symbolic illustration of a digitized stego-image 22 generated by 
the apparatus 10 of Figure 1, and processed by the apparatus 50 of Figure 2. The man- 
ner in which the stego-image 22 is generated by the controller 18 of apparatus 10 will 
now be described. 

After controller 1 8 of apparatus 10 receives the digitized cover image 16, con- 
troller 18 initially processes the image 16 by logically associating together respective 
pluralities of mutually-continuous pixels in the image 16 into two respective disjoint 
sets of image regions (collectively referred to in Figure 5 by the numerals 300 and 302, 
respectively) of equal size (i.e., each of the sets 300, 302 contains the same number of 
image regions and each of the im^e regions contains the same number of pixels); each 
of the image regions 304, 306, 308, and 31 0 in the first set 300 is associated with a re- 
spective image region 3 12, 3 14, 3 16, and 3 1 8 in the second set 302. Thus, region 304 
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is associated with region 312, region 306 is associated vsdth region 314, region 308 is 
associated with region 316, and region 310 is associated with region 318, respectively. 
In the illustrative embodiment of the first aspect of the present invention that is imple- 
mented by apparatus 10, each of the unage regions 304, 306, 308, 310, 312, 314, 316, 
and 318 has a size of four pixels. It should be noted that the number and size of the im- 
age regions in each set 300, 302 described herein is merely for illustrative purposes and 
may vary depending upon the number of pixels in the image 16 and the number of data 
bits in the message 28 to be encoded. However, the number of image regions in each 
set 300, 302 should be equal to the number of data bits in the message 28 to be en- 
coded. Thus, in this illustrative embodiment, the message 28 is four bits in length. The 
locations of tihie image regions in the image 22 are predetermined and preprogrammed 
into the controller 18 of apparatus 10. 

In accordance with the first aspect of the present invention, the message 28 is 
encoded into the image 22 based upon respective correlations and anti-correlations 
between the respective image regions m the sets 300, 302 that are associated with each 
other. More specifically, as will be described more fiilly below, the brightness intensity 
values of tihie pixels in each of the image regions of sets 300, 302 are treated as speci- 
fying coordinate values of respective vectors, and the data bits of the message 28 are 
encoded in the image 22 based upon correlations and anti-correlations between these 
vectors. 

For example, for purposes of illustration, it is assumed that the mtensity values 
of the pixels in image region 304 are given by variables a, b, c, and d, respectively; the 
intensity values of the pixels m image region 306 are given by variables i, j, k, and 1, 
respectively; the intensity values of the pixels in image region 308 are given by vari- 
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ables q, r, s, and t, respectively; the intensity values of the pixels in image region 310 
are given by variables y , z, aa, and bb, respectively. Also, for purposes of illustration, 
it is assumed that the intensity values of the pixels in image region 3 12 are given by 
variables e, f, g, and h, respectively; the intensity values of the pixels in image region 
3 14 are given by variables m, n, o, and p, respectively; the intensity values of the pixels 
in image region 3 16 are given by variables u, v, w, and x, respectively; the intensity 
values of the pixels in image region 318 are given by variables cc, dd, ee, and ff, re- 
spectively. The vectors that may be generated from regions 304, 306, 308, 310, 312, 
314, 316, and 318 are <a, b, c, d>, <i, j, k, 1>, <q, r, s, 1>, <y, z, aa, bb>, <e, f, g, h>, 
<m, n, o, p>, <u, V, w, x>, and <cc, dd, ee, ff>, respectively. 

In accordance with this embodiment of the technique of the first aspect of the 
present invention, the respective vectors (e.g., vectors <a, b, c, d> and <e, f, g, h>) gen- 
erated from two associated image regions (e.g., regions 304 and 312) are considered to 
be correlated if the inner product of the respective vectors (calculated after background 
or DC components have been filtered out from the pixel brightness values from which 
the respective vectors are generated) is positive. Conversely, the respective vectors are 
considered to be anti-correlated if the inner product of the respective vectors (calculated 
after background of DC components have been filtered out from the pixel brightness 
values from which the respective vectors are generated) is non-positive. The back- 
ground or DC component may be filtered out from the pixel brightness values fix)m 
which a respective vector is generated by subtracting from the respective vector the 
mean of the respective vector (i.e., the inner product of the respective vector with it- 
self). The respective vectors may each also be scaled so as to have the same magni- 
tude. Two associated image regions (e.g., 304 and 312) encode a logically true mes- 
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sage data bit if the respective vectors generated from the regions* pixel brightness val- 
ues are correlated. Conversely, two associated unage regions encode a logically false 
message data bit if the respective vectors generated from the regions' pixel brightness 
values are anti-correlated. 

Controller 1 8 of apparatus 1 0 is configured to generate the image 22 so as to 
encode the message 28 therein based upon such correlations and anti-correlations be^ 
tween respective associated image regions of the image 22. That is, controller 18 gen- 
erates the image 22 from the image 16 by modulating the pixel brightness intensity val- 
ues of corresponding associated image regions in image 16 such that the resultant asso- 
ciated image regions in image 22 encode message 28 based upon respective correla- 
tions and anti-correlations between respective associated image regions in image 22. 
Each pair of associated image regions in image 22 encodes a single respective bit of the 
message 28 based upon Aether the respective vectors generated from their pixel 
brightness values are correlated or anti-coirelated with each other. It is important to 
note that, as stated previously, this technique of the present invention is in stark contrast 
to the prior art, wherein correlations and anti-correlations are made with reference to 
explicitly known and externally available (i.e., outside of the stego-image) carrier func- 
tions. 

The manner in which controller 1 8 of apparatus 10 generates the respective 
pixel brightness intensity values a, b, c, . . . ff will now be described. Controller 1 8 of 
apparatus 10 first assigns each data bit of the message 28 a value of either plus or mi- 
nus unity, depending upon whether the respective data bit is logically true or false, re- 
spectively. The respective message data bit values resulting from this assignment are 
then multiplied by respective values of respective carrier functions 30, to generate re- 
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spective products. The respective image regions in the image 16 that correspond to re- 
gions 304, 306, 308, 310 are then associated with respective products, in accordance 
with a predetermined association algorithm, and the respective product associated with 
each respective corresponding image region in image 16 is added to each of the pixel 
brightness intensity values in that corresponding image region to generate the pixel in- 
tensity values in the unage regions 304, 306, 308, 3 10 of the stego-image 22. Alterna- 
tively, prior to adding the resulting products to the respective pixel intensity values of 
the cover image, the products may first be multiplied by an empirically-determined 
scaling or gain factor for the piupose of improving encoding signal to noise ratio. 

Controller 18 of apparatus 10 adds the respective values of the respective carrier 
functions 30 that were used to encode the message 28 in image regions 304, 306, 308, 
and 3 10 to each of the pixel brightness intensity values in respective corresponding im- 
age regions in image 16 to generate the pixel intensity values in the image regions 3 12, 
314, 316, and 318. 

By generating the stego-image 22 in this manner, the respective data message 
bit values are encoded in respective correlations and anti-correlations between respec- 
tive associated image regions in flie stego-image 22. Advantageously, by so encoding 
the message 28 in the image 22, it is possible to decode the message 28 from the image 
22 without explicit knowledge of the carrier functions 30; however, without explicit 
knowledge of the carrier functions 30, it is also relatively difficult to generate from the 
image 22 the image 16, since, assuming that the decoder is not provided with the cover 
image 16, it is relatively difficult to discern wilhoirt explicit knowledge of the carrier 
function values 30, the absolute modulations of the pixel brightness intensity values 
that generated the stego-image 22 from the cover image 16. 
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In order to decode the message 28 from the stego-image 22, the controller 1 8 of 
apparatus 50 first analyzes the stego-image 22 to determine the pixel brightness inten- 
sity values of the pixels m the image regions 304, 306, 308, 310, 312, 314, 316, and 
318. Controller 1 8 of apparatus SO is preprogrammed with the locations and carrier 

5 sizes of these image regions in stego-image 22, as well as, which images regions in the 
sets 300, 302, are respectively associated with each other, and the predetermined algo- 
rithm that was used to associate the message data bits with the image regions. Con- 
troller 18 of apparatus 50 then determines, based upon this preprogrammed information 
and the respective correlations and anti-correlations between respective associated im- 

10 age regions, the logical values of the message bits, and assembles these logical values 
to decode the message 28. If the controller 18 of the apparatus 50 is supplied with the 
functions 30, the controller may also be programmed to use the knowledge embodied in 
the functions 30 (i.e., of the absolute modulations of die pixel brightness intensity val- 
ues that were used to generate the stego-image 22 from the cover image 16) to generate 

IS from the image 22 the image 16. 

Figure 6 is a symbolic illxistmtion of a digitized stego-image 106 generated by 
the apparatus 100 of Figure 3, and processed by the apparatus 200 of Figure 4, The 
manner in which the stego-image 1 06 is generated by the apparatus 100 will now be 
described. 

20 After controller 1 8 in apparatus 100 receives the image 104 from the upsampler 

102, the controller 18 analyzes the image 104 to detect and locate therein the clusters 
109 of respectively identical pixels therein. As stated previously, each of the clusters 
109 contains a respective set of four respectively identical contiguous pixels. After 
detecting and locating the clusters 109, the controller 18 of apparatus 100 groiqjs the 
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clusters 109 into blocks which correspond to the image regions (symbolically refeired 
to by numerals 400, 402) in the image 106. Each of the blocks contains a predeter- 
mined niunber of the clusters 109 (e.g., the blocks may each contain 100 of tiie clusters 
109, and be in the form of a 10 cluster by 10 cluster square). It should be noted that 
the number and size of the blocks, and thus also of the corresponding image regions 
400, 402 described herein is merely for illustrative purposes and may vary dependii^ 
upon the number of pixels in the image 1 04 and the number of data bits in the message 
28 to be encoded. However, the number of blocks and image regions 400, 402 should 
be equal to the number of data bits in the message 28 to be encoded, since each image 
region 400, 402 encodes a single respective data bit from the message 28. The assign- 
ment of bits of message 28 to be encoded in image regions 400, 402 is in accoidance 
with a predetermined algorithm that may be preprogrammed into controller 18 of appa- 
ratus 100. Thus, in this illustrative embodiment of the technique of the second aspect 
of the present invention, the message 28 is 2 bits in length. The locations of the blocks 
and corresponding image regions 400, 402 in the unage 22 are predetemiined and pre- 
programmed into the controller 18 of apparatus 100. 

Controller 18 of apparatus 100 assigns to the respective data bit values of the 
message 28 either plus or minus unity, depending upon whether the respective data bit 
value undergoing such assignment is logically true or false. Carrier functions 30 in 
this embodiment of the second a^ect of the present invention comprise a plurality of 
sets of subcarrier functions. Each set of subcarrier functions comprises four respective 
values; each of these values may be either plus or minus unity, and subject to this con- 
straint, and the further constraint that the values of the subcarrier functions in each set 
of subcarrier functions sum to zero, the particular values of the subcarrier fimctions in 
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each such set may be selected randomly or pseudo-randomly. The number of sets of 
subcarrier functions is equal to the number of the clusters 109 in the regions 400, 402 in 
which message data is encoded, each of the sets of subcarrier functions is randomly as- 
sociated with a respective one of the clusters 1 09 in the regions 400, 402, and the re- 
spective subcarrier function values in each respective set of subcarrier functions is as- 
sociated with a respective brightness intensity value of a respective pixel in the respec- 
tive one of the clusters 109 with i^siiich that respective set of subcarrier functions is as- 
sociated. 

In order to encode the message 28 in the image 1 06, the controller 1 8 of appa- 
ratus 1 00 multiplies each of the respective assigned values of the message data bits by 
each of the req>ective values of the subcarrier functions that is associated with a re- 
spective brightness intensity value of a respective pixel in a respective image region 
associated with &at assigned message bit value. The stego-image 1 06 is then gener- 
ated by controller 18, by adding the respective resulting products to the respective 
brightness intensities values of the respective pixels with which the respective subcar- 
rier function values that were used to generate the respective products are associated. 
Alternatively, prior to adding the resulting products to the respective pixel intensity 
values of the cover image, the products may first be multiplied by an empirically- 
determined scaling or gain factor to improve signal to noise ratio of the encoded data. 

Further alternatively, the carrier functions 30 may be modified such that each 
set of subcarrier functions contains only three subcarrier values and these values do not 
simi to zero. In this alternative, one respective pixel (collectively referred to in Figure 
3 by numeral 11 1) in each of the clusters 109 used to encode message data is not 
modulated with any of the carrier functions 30. Instead, the one respective pixel in 
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each of the clusters 1 09 used to encode message data remains unchanged, in all re- 
spects, including brightness intensity value, from its condition in image 104, Various 
conventional schemes may be used to encode the message data into the remaining pix- 
els of the image 106 (i.e,, other than pixels 111). Advantageously, in this altemative, 
the respective brightness intensity values of these respective pixels 111 may be sub- 
tracted from the liHightness intensity values of the other pixels in each of the clusters 
109 comprising the respective pixels 111 prior to attempting to decode the message 
data from the image 106 in order to achieve substantial immunity to the effects of noise 
that may exist in the upsampled cover image 104 in decoding the message 28. 

The manner in which the stego-image 106 is processed by the apparatus 200 
will now be described. Controller 1 8 may be preprogrammed with information such as 
the respective carrier function values, the associations of these values with the respec- 
tive pixels whose respective brightness intensity values were modulated therewith to 
encode the message 28 in image 106, the manner in which the respective encoded bits 
of the message 28 was assigned to the respective image regions 400, 402, and the loca- 
tions and sizes of the clusters 109 and regions 400, 402. After controller 18 in appara- 
tus 200 receives the stego-image 106 from device 14, the controller 18 decodes the re- 
spective message bits from each respective image region 400, 402 by multiplying each 
of the respective pixel brightness intensity values in each respective image region by 
the respective value of the respective associated carrier function (i.e., the respective 
carrier function value that was used to generate the respective pixel intensity value in 
the stego-image 106) to produce a series of products; these products are then summed 
in each respective region 400, 402 to produce a respective summation value for the re- 
spective image region 400, 402, If the respective summation value is negative, the re- 
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spective message bit value encoded in the respective image region is decoded as a 
'false" data bit, and vice versa. The controller 18 also utilizes the aforesaid informa- 
tion in conventional techniques to generate from the image 106 the image 104, The 
controller 1 8 of apparatus 200 then appropriately dovvnsamples the image 1 04 to gener- 
ate therefrom the image 16. 

Although the present invmtion has been described in connection with specific 
embodiments and methods of use, it will be appreciated by those skilled in the art that 
many alternatives, variations and modifications thereof are possible without departing 
from the present invention. For example, the image misregistration correction tech- 
niques disclosed in the aforesaid copending U.S. Provisional Application Serial No. 
60/139,758 may be used in conjunction with the techniques of the present invention. 
Other modifications are also possible. 

For example, although the image 1 6 has been described as being generated by 
an imaging device 14 from a physical cover image 12 in apparatus 10, 100, if appropri- 
ately modified, the apparatus 10, 100 may generate the image 16 using a computer- 
executed application program. Also alternatively, if appropriately modified, the appa- 
ratus 10, 100 may be configured to upload the images 22, 106 to a local or remote 
server (e.g., a world wide web internet server) for access by others via a computer net- 
work (e.g., the internet). 

Yet other modifications are also possible. For example, the pixels and/or image 
regions in the image 22 of Figure 5 may be mutually interleaved among each other and 
need not be clustered among each other in their respective sets 300, 302. 
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Additional modifications are also possible. Accordingly, the present invention 
should be viewed quite broadly, and as being defined only as set forth in the hereinafter 
appended claims* 

What is claimed is: 



29-08-2001 ^ US001609{ 

< 

-29- 

1 1 • Method for use in encoding data in an image, comprising: 

2 manipulating one or more pixels in a first portion of the image in accordance 

3 with a j5rst function to be used in encoding the data; and 

4 encoding the data in a second portion of the image by manipulating one or more 

5 pixels in the second portion in accordance with the first function and the data. 



12, Method according to claim 1, wherein the first function describes a bitwise 
2 modulation to be applied to the data. ^^ m^ ,^ 

ft 

1 3. Method accoixiii]^ to claim 1, wherein the first and second port^^ 



2 comprise respective arbitrarily-selected disjoint sets of pixels in the image. 

1 4. Method according to claim 1 , wherein the encoding of the data in the image is 

2 such that the data may be decoded from the image based at least in part upon respective 

3 correlations and anti-correlations between pixel regions in the first and second portions. 

1 5. Method for use in encoding data in a first image, comprising: 

2 upsampling the first image in at least one dimension of the first image to 

3 generate an upsampled image of higher resolution than the first image, the upsampled 

4 image including a pluralitjr of respective groups of respectively identical pixels in the 

5 direction of the at least one dimension; and 

6 encoding the data in the upsampled image to produce an encoded upsampled 

7 image in which interference of the first image with the encoded data is eliminated. 
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1 6. Method according to claim 5, wherein in each of the groups of respectively 

2 identical pixels the pixel intensity value of.at least one pixel rocnains the same after the 

3 data has been encoded in the upsampled image. 



1 7. Method according to claim 5, wherein the encoding of the data in the upsampled 

2 image is based at least in part upon a bitwise modulation of the data. 



1 8. Method according to claim 5, wherd&^b@-respective identical pixels in each 

2 said respective group are changed as a result of the encoding of the data in the 

3 i5)sampled image such that, after the encoding, respective summations of respective 
|'9 4 intensity values of the respective pixels in each said respective group are equal to 

5 respective intensity values of respective corresponding pixels in the first image. 



u 

1 9. Method for use in decoding data encoded in a first portion of an image. 



5 
m 



2 comprising: 

3 decoding the data from the first portion based at least in part upon respective 

4 correlations and anti-correlations between corresponding regions in the first portion and 

5 a second portion of the image, pixels m the regions in the second portion having been 

6 manipulated in accordance with one or more respective functions and the pixels in tiie 

7 corresponding regions in the first portion having been manipulated in accordance with 

8 the one or more respective functions and tiie data to encode the data in the first portion- 

1 10. Method for use in decoding data encoded in a first image, comprising: 
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2 detenrnning fix>m first groups of pixels in the first image respective bits of the 

3 data encoded in the first image, the first image having been generated firom a second 

4 image generated by upsampling a third image in at least one dimension such that the 

5 second image has a higher resolution than the third image and includes second groups 

6 of respectively identical pixels in the direction of the at least one dimension, with the 

7 second groups corresponding to the first groups of pixels and the first image includes 

8 the data therein such that interference of the third image and the encoded data is 

9 eliminated. -.^.......^ 



1 11. Method according to claim 1 0, wherein the determining of the respective bits is 

}g 2 based at least in part iipon a subtraction of an intensity value of a respective 

«£ss 

3 predetermined pixel in each of the respective first groups of pixels firom the intensity 

4 values of the other pixels in the same grovqp the respective predetermined pixels in each 

5 of the first groups of pixels having the same intensiQ? values as the respective pixels in 

J I 6 the corresponding second groups of pixels. 

■ m 

1 12. Method according to claim 9, wherein the first fiinction describes a bitwise 

2 modulation ^plied to the data. 

1 13. Method according to claim 9, wherein the first and second portions each 

2 comprise respective arbitrarily-selected disjoint sets of pixels in tiie image. 

1 14. Method according to claim 10, wherein the encoding of the data in the first 

2 image is based at least in part upon a bitwise modulation of the data. 
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1 5. Method according to claim 1 0, wherein the intensity values of flie.respecti ve 
pixels in each of said second groups are changed as a result of the encoding of the data 
to produce the first groups in the first image such that, aftor the encoding, respective 
summations of the intensity values of the pixels in each of the respective first groups 
are equal to respective intensity values of respective corresponding pixels in the second 
image. 

1 6. Apparatus for use in encoding data iam-iimage, comprising: 

an encoder that manipulates pixels in a first portion of the image in accordance 
with a first function to be used in encoding the data, and 

the encoder encoding the data in a second portion of the image by manipulating 
pixels in the second portion in accordance with the first fimction and the data. 

17. Apparatus according to claim 16, wherein the first function describes a bitwise 
modulation to be applied to the data. 

1 8. Apparatus according to claim 1 6, wherein the first and second portions each 
comprise respective arbitrarily-selected disjoint sets of pixels in the image. 

1 9. Apparatus according to claim 16, wherein the encoding of the data in the image 
is such that the data may be decoded firom the image based at least in part upon 
respective correlations and anti-correlations between pixel regions in the first and 
second portions. 
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1 20. Apparatus for use in encoding data in a first itnage, comprising: 

2 an upsampler that upsaniples the first image in at least one dimension of the first 

3 image to generate an upsampled image of higher resolution than the first image, the 

V. .i" 

4 upsampled image including a plurality of respective groups of respectively identical 
' 5 pixels in the direction of the at least one dimension; and 

M- ; 6 an encoder that encodes the data in the upsampled image to produce an encoded 

7 upsampled image in which the first image does not interfere with the enoded data. 



I? 



1 21. Apparatus according to claim 20, wherein the encoder encodes the data into the 

2 image by changing all but at least one respective pixel in each of the groups of 

3 respectively identical pixels. 

1 22. Apparatus according to claim 20, wherein the encoding of the data in the 

2 upsampled image is based at least in part upon a bitwise modulation of the data. 

1 23. Apparatus according to claim 20, wherein the encoder changes the respective 

2 identical pixels in each said respective group as a result of the encoding of the data in 

3 the image such that, after the encoding, respective summation of respective intensity 

4 values of the respective pixels in each said respective group are equal to respective 

5 intensity values of respective corresponding pixels in the first image. 

1 24. Apparatus for use in decoding data encoded in a first portion of an image, 

2 comprising: 
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3 a decoder that decodes the data from the first portion based at least in part upon 

4 respective correlations and anti-correlations between corresponding regions in the first 

5 portion and a second portion of the image, the second portion including pixels that have 

6 been manipulated in accordance with a function that was used to encode the data in the 

7 first portion. 

1 25. Apparatus for use in decoding data encoded in a first image, comprising: 

2 a decoder that determines from firstig£s^:&3ps of pixels in the first image 

3 respective bits of the data encoded in the first image, the first image having been 

4 generated from a second image generated by upsampling a third image in at least one 
iQ 5 dimension such that the second image has a higher resolution than the third image and 

h-= 6 includes second groups of respectively identical pixels in the direction of the at least 

IP 

7 one dimension corresponding to the first groups of pixels. , and the first image includes 

:F 8 the data therein such that interference of the third image and the encoded data is 

:^ 9 eliminated, 

-.sssr 

m. 

1 26. Apparatus according to claim 25, wherein the decoder determines the respective 

2 bits based at least in part upon a subtmction of a respective intensity value of a 

3 respective predetermined pixel in each of the first groups of pixels from respective 

4 intensity values of the other respective pixels in the same groups of pixels, the 

5 respective intensity values of the respective predetermined pixels in the respective first 

6 groups of pixels being the same as the respective intensity values respective 

7 coiresponding pixels in respective corresponding second groups of respective identical 

8 pixels. 
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1 27. Apparatus according to claim 24, wherein the first function describes a bitwise 

2 modulation applied to the data. 

1 28. Apparatus accordii^ to claim 24, wherein the first and second portions each 

2 comprise respective arbitrarily-selected disjoint sets of pixels in the image. 

1 29. Method according to claim 25, wherein the encoding of the data in the first 

2 image is based at least in part upon a bitwis^usaadnlation of the data. 



l 30. Apparatus according to claim 25, wherein the respective identical pixels in each 

J ^ 2 of said second groups are changed as a result of the encoding of the data to produce the 

ik 3 first image such that, after the encoding, respective simunations of respective intensity 

IP 

H 4 values of the respective pixels in each of the first groups are equal to respective 

5 intensity values of respective corresponding pixels in the second image. 



1 31, Computer-readable memory comprising computer program instructions for use 

2 in encoding data in an image, that when executed cause: 

3 manipulating pixels in a first portion of the image in accordance with a first 

4 function used in encoding the data; and 

5 encoding the data in a second portion of tbe image by manipulating pixels in the 

6 second portion in accordance with the first fimction and the data. 

1 32. Memory according to claim 3 1 , wherem the first fimction describes a bitwise 

2 modulation to be applied to the data. 
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1 33. Memory according to claim 3 1 , wherein the first and second portions each 

2 comprise respective arbitrarily-selected disjoint sets of pixels in the image. 



1 34. Memory according to claim 3 1 , wherein the encoding of the data in the image is 

2 such that the data ntiay be decoded from the image based at least in part upon respective 

3 correlations and anti-correlations between pixel regions in the first and second portions. 



1 35. Computer-readable memory compiass® ^mputer program instructions for use 

2 in encoding data in a first unage, and that when executed cause: 

PI 

3 upsampling the first image in at least one dimension of the first iniage to 

4 generate an upsampled image of higher resolution than the first image, the upsampled 

»i 

5 image including a plurality of respective groups of respectively identical pixels in the 

IP 

6 direction of the at least one dimension; and 

7 encoding the data in the upsampled image to produce an encoded upsampled 

8 image in vMch the first image does not interfere with the encoded data do not interfere. 



111 



1 36. Memoiy according to claim 35, wherein at least one respective pixel in each of 

2 the groups of respectively identical pixels retains the same intensity value after the data 

3 has been encoded in the upsampled image. 



1 37. Memory according to claim 35, wherein the encoding of the data in the 

2 upsampled image is based at least in part upon a bitwise modulation of the data. 
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1 38. Memory according to claim 35, v^erein the respective identical pixels in each 

2 said respective group are changed as a result of the encoding of tiie data in the image 

3 such that, after the encoding, respective summations of respective intensity^ values of 

4 the respective pixels in each said respective group are equal to respective intensity 

5 values of respective corresponding pixels in the first image. 



1 39. Computer-readable memory comprising computer program instructions for use 

2 in decoding data encoded in a first portion^ajOr image and that v^en executed cause: 

3 decoding the data fix)m the first portion based at least in part upon respective 

^ 4 correlations and anti-correlations between corresponding regions in the first portion and 

5fj 5 a second portion of the image, pixels in the regions in the second portion having been 

i 

\^ 6 manipulated in accordance with a that was used to encode the data in the first portion. 

m 

=P 1 40, Computer-readable memory comprising computer program instructions for use 

2 in decoding data encoded in a first image and that when executed cause: 

3 determining firom first groups of pixels in the first image respective bits of the 

4 data encoded in the first image, the first image having been generated fi'om a second 

5 image generated by upsampling a third image in at least one dimension such that the 

6 second image has a higher resolution than the third image and includes second groups 

7 of respectively identical pixels in the direction of the at least one dimension 

8 corresponding to the first groups of pixels, the encoding of the data in the second image 

9 producing a first image in which the third rniage does not interfere with the encoded 
10 data. 
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1 41 . Memory according to claim 40, wherein the determining of the respective bits is 

2 based at least in part upon a subtraction of respective intensity values of respective 

3 predetermined pixels in each of the first groups of pixels firom respective intensity 

4 values of the other respective pixels in each of the jEirst groups of pixels, the respective 

5 intensity values of the respective predetermined pixels in the respective first groins of 

6 pixels being the same as the respective intensity values of respective corresponding 

7 pixels in the corresponding second groiq>s of respective identical pixels. 



1 42. Memory according to claim 39, wherein the first fimction describes a bitwise 
J 2 modulation applied to the data. 



i2 1 43. Memory according to claim 39, wherein the first and second portions each 

IP 

2 comprise respective arbitrarily-selected disjoint sets of pixels in the image, 

O 

' p 1 44. Memory according to claim 40, wherein the encoding of the data in the first 

ly 2 image is based at least in part upon a bitwise modulation of the data. 



1 45. Memory according to claim 40, wherein the respective identical pixels in each 

2 of said second groups are changed as a result of the encoding of tiie data to produce the 

3 first image such that, after the encoding, respective summations of respective intensity 

4 values of the respective pixels in each of the first groups are equal to respective 

5 intensity values of respective corresponding pixels in the second image. 
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